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Dear Candidate,

Thank you for your interest in the post of Cloud, Infrastructure and Security
Manager.

We are a Trust of nine schools, all based in South East London. Whilst each of our
schools maintains its individuality, we share a common mission: to ensure that
every single child and young person in our care is successful at school so that they
can flourish and be successful in their lives. We are committed to ensuring this
success from 3 to Forever, under our mantra of ‘once a Haberdasher, always a
Haberdasher’.

Our People Strategy is key to our success and integral to this is our commitment
to equity, equality, diversity, and inclusion . Bringing this to life is the
responsibility of every member of staff. We take seriously any behaviour which
undermines it. Anyone applying to work with us, should share this commitment.

Please take a look on our website for more information. We want the best people
to join our Haberdashers’” community and are committed to a diverse and
inclusive student and staff body.

If you are passionate about making a difference and feel that you have the right
experience and expertise, | encourage you to apply to join us on our journey.

For a confidential discussion regarding this post, please contact Trust Recruitment
Lead, Yas Affum on y.affum@habstrustsouth.org.uk

| look forward to hearing from you.

Jan Shadick
Chief Executive Officer
Haberdashers' Academies Trust South
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About
Haberdashers'
Academies
Trust South

At Haberdashers’ Academies Trust South, we transform lives VISION 2026
through education, empowering children and young people EVGI'Y School an
across south-east London to dream big, grow with confidence, Al bl
and create a brighter future. We build knowledge, confidence, Excellent Schoo
and character in every learner, ensuring they thrive at school It is the Trust’s vision for all
and beyond, no matter their background. S @ sE bl e e

excellent schools. Our
mission is to ensure that
every one of our children
and young people flourishes
at school so that they can
be successful in their lives.

As part of the Haberdashers’ family, our schools benefit from a
unique blend of state and independent education, creating life-
changing opportunities and experiences that inspire ambition
and prepare learners for tomorrow’s world.

We are proud to be a diverse and inclusive community, guided Our three main objectives

by our commitment to Equity, Equality, Diversity, and Inclusion are:

(EEDI): * Excellent outcomes for

*  Equity: Supporting individuals according to their needs. all children and young

*  Equality: Valuing and treating everyone fairly. people so that they can

* Diversity: Celebrating uniqueness and the strength it be successful in their
brings. next steps and future

* Inclusion: Ensuring everyone feels they belong and can lives;

contribute.
* To be regarded as a great

employer, attracting,
retaining and developing
the best staff;

All members of our community are expected to uphold this
commitment, challenge discrimination, and help build a safe
and welcoming environment.

* To be the Trust of choice

Together, we live our values of Dream, Grow, and Create, and a welcome presence
shaping a community where potential is realised and futures in our communities.
are transformed. :
To find out more about our
Visi s I
To find out more about Haberdashers’ Academies Trust South, visit our website.

please visit: www.habstrustsouth.org.uk


https://www.habstrustsouth.org.uk/our-vision-and-strategy
https://www.habstrustsouth.org.uk/our-vision-and-strategy
https://www.habstrustsouth.org.uk/our-vision-and-strategy
http://www.habstrustsouth.org.uk/
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Our sponsors are a huge part of the culture within our schools. The links
with our sponsors are a unique and special part of what makes our Trust
and schools what they are today.

The Worshipful Company of Haberdashers’

Our main sponsor is the Worshipful Company of Haberdashers, one of the Great Twelve
Livery Companies of the City of London. Education is hugely important to the Haberdashers’
Company and today there are more than 12,000 children and young people in its family of
19 schools. The Haberdashers’ network of maintained and independent schools stretch
across the country, covering north London, Shropshire and Monmouth and our own Trust,
in south London and Kent. We have regular opportunities to collaborate with the wider
network of Haberdashers’ schools on a number of initiatives and events.

The Haberdashers’ Company supports our pupils in many ways. There are a number of
educational and careers initiatives that are organised by the Company, such as the Livery
Academy Awards, Monmouth - City of London Work Experience, Haberdashers’ Musician of
the Year, an annual Year 7 visit to the prestigious Haberdashers’ Hall, cross school sporting
competitions, mentoring, trips and much more. Each year, a number of Year 13 pupils
receive scholarships that will support them financially through university and the Company
fund a number of projects throughout the school year. The relationship with the
Haberdashers Company is central to the success of the Haberdashers’ Advantage
enrichment programme, and pupils, parents and staff are proud of this relationship.

Being part of the Haberdashers’ community is very important to us as a school. The
Haberdashers’ formally visit us each year to hear from the children, to see what has been
happening in our school and to celebrate our achievements. The Haberdashers’ Company
supports pupils, past and present, as they progress through their educational and
professional journey, which offers our pupils something truly unique.

Find out more: www.haberdashers.co.uk

C
Temple Grove Schools Trust ’
Temple Grove Schools Trust is a charitable trust dedicated to raising standa. .. .<. .. ...':.y
education. The Trust was founded some 50 years ago and springs from one of the country’s
oldest prep schools, Temple Grove founded in 1810. The Trust seeks to provide all children
with a breadth and depth of learning opportunities in order to realise individual aspirations
and potential.

Our primary schools are extremely fortunate to have a partnership with the Temple Grove
Schools Trust. Schools benefit from bursaries that allow us the opportunity to give our
children learning experiences they may not get at other schools; including music lessons,
professional coaches and multiple trips.

Find out more: www.templegrove.org.uk


http://www.haberdashers.co.uk/
http://www.templegrove.org.uk/
http://www.templegrove.org.uk/
http://www.templegrove.org.uk/
http://www.templegrove.org.uk/
http://www.templegrove.org.uk/
http://www.templegrove.org.uk/
http://www.templegrove.org.uk/

Role Description

Job Title: Cloud, Infrastructure and Security Manager

Contract Type: Permanent

Salary: M11 S43(£64,903 per annum, including Inner London)
School: Central Trust Team

Location(s): Hybrid working (WFH, Trust Office and across all Trust schools)

Hours Per Week:  Full time, flexible working considered
Accountable To: Director of IT

About the role

The Cloud, Infrastructure, and Security Manager is a strategic, hands-on leadership role responsible for
the secure and effective operation of all IT infrastructure across the Trust. This position requires a strong
technical background combined with the ability to lead complex projects, such as the upcoming Trust-
wide infrastructure audit and redesign. The successful candidate will continue to drive our transition to
modern cloud environments, ensure robust cyber security, and align our technology roadmap with
current educational and digital standards.

Key areas of responsibility:

* Technical & System Operations

* Project & Professional Development Duties

* Leadership accountability & Strategic Projects

* Lead the Trust-wide infrastructure audit and network redesign
* Team development

Day-to-day expectations:

* Maintain the Trust’s cloud and On-Premises infrastructure environment, ensuring systems are secure,
stable, and scalable.

* Oversee On-Premises, Azure, and related Microsoft services (including Microsoft 365, Intune, Entra ID,
and Purview eDiscovery), with a focus on performance, licensing, and proactive cloud cost
management (FinOps).

* Monitor networks, patching, backups, and disaster recovery to maintain service resilience across the
estate.

* Respond to and action remediation for all security alerts, managing our Managed Detection and
Response (MDR) platforms.

* Act as the senior technical lead for complex issues, escalations, and 3rd line support.

* Manage the 3rd line support team helpdesk, ensuring SLA targets are consistently met.

* Lead security reviews, compliance activity, and risk management across infrastructure services.

* Support and develop IT staff through technical guidance, training, and documentation.

* Work closely with internal teams and external suppliers to deliver improvements, execute projects,
and ensure reliable IT services through rigorous vendor management.

Staff Development

Our staff are important to us. We know that without great staff, our children will not be as successful.
Therefore, Professional Learning is key to our success. As a new employee within the Trust, you will be
supported by the Senior Directors of People and Professional Learning, alongside your line manager to
realise your full potential.

We are proud to pay the London Living Wage.



Role Description

Key responsibilities

Technical & System Operations

Manage network On-Premises infrastructure including, VLAN, routing, security, and SD-WAN configuration.
Manage all Cloud Infrastructure.

Manage disaster recovery plans and perform regular backups of critical systems

Regular security reviews and audits of systems and practices

Oversee Critical instance responses and disaster recovery

Monitor network and identify issues and remediate

Develop and implement a transparent process for evaluating, testing, and installing new software and
hardware, with a strong emphasis on preventative care.

Ensure the secure handling and management of all digital data.

Ensure all staff adhere to the Trust's Data Protection Policy and GDPR regulations.

Any other IT support requests that may arise.

Project & Professional Development Duties

Participate in Trust development working groups to help shape the Digital Strategy.

Identifying IT service improvements

Supporting the successful delivery of any new projects or developments

Supporting the Trusts systems administrator to install, support and maintain IT hardware and services
Work with third-party suppliers to obtain ‘on the job’ and handover training for any new technological
developments or changes.

Drive personal continued professional development (CPD) in line with the Trust’s model, whilst promoting
the CPD of all staff.

Leadership accountability & Strategic Projects

Leads the Trust’s cloud and infrastructure function, with complete accountability for service stability,
capacity planning, and scalability.

Lead on Cyber Security, staying up to date on the latest trends and advising the Trust on keeping our data
secure and systems safe.

Owns compliance, disaster recovery, and supplier management responsibilities, including supporting
certifications such as Cyber Essentials and aligning with NCSC recommendations.

Lead the Trust-wide infrastructure audit and network redesign

Evaluating legacy deployments and architecting modern, scalable solutions.

Provides day-to-day leadership to all IT staff, including guidance, escalation support, training, and quality
oversight.

Line manages the System Administrator.

Contributes to strategic planning, budgeting, and ongoing service development.

Project manage all cloud & infrastructure projects, upgrades, and refreshes.

Ensure compliance for DfE ‘Meeting digital and technology standards in schools and colleges’ by 2030,
overseeing the refresh programme.



Role Description

Key responsibilities

Security/Data

It is essential that the Infrastructure Manager understands the critical nature of the Trust's data and takes
all necessary measures to ensure its confidentiality, integrity, and availability. The security of the Trusts data
is one of the most important considerations for all members of the team, second only to safety. This
includes:

Ensuring appropriate backups are taken on a regular basis to minimise the risk of data loss in the event of a
system failure or other disaster.

Ensuring appropriate security software such as anti-virus and anti-malware is in place and regularly updated
to protect the Trust's infrastructure from potential threats.

Ensuring all systems and applications are secured against external attacks, whether through the internet or
any other means, by implementing firewalls, access controls, and other security measures.

Ensuring all media containing Trust data such as hard disks, memory pens, tapes, floppy disks, etc. are
secure at all times and disposed of in a manner that ensures data cannot be retrieved.

Ensuring staff follow the Trust's Data Protection Policy and comply with relevant regulations and standards,
including GDPR and Cyber Essentials.

Conducting regular security audits and risk assessments to identify vulnerabilities and address them
proactively.

Visibility across the Trust:

The role is positioned as a Trust-wide infrastructure and cloud leadership post, supporting all schools and
the central team.

It operates across sites, providing shared technical leadership, escalation support, standards, and service
improvement.

The post links central digital strategy with school-level delivery, helping ensure consistency, resilience, and a
“one Trust” approach across the organisation.

Make regular visits to sites to meet with Area IT managers and local IT teams to check networks are being
maintained to a high standard.

Create comprehensive security and infrastructure reports for senior leaders, the CEO, and governors
highlighting progress and known risks.

Develop Power Bl dashboards to monitor trends, network capacity, and display useful statistics for decision
making.

Health, Safety & General Responsibilities

Promote the principle of equal opportunities and safeguarding across the Trust, reporting any child welfare
concerns in accordance with safeguarding policies.

Complete or assist in completing health and safety risk assessments.

Safely work at height (using appropriate equipment such as ladders, towers, or scaffolding) to install and
maintain high-level IT equipment (projectors, speakers, wireless access points).

Safely transport and move IT equipment and consumables around and between Trust sites.

Comply with Health and Safety guidance from the Trust and the Health and Safety Executive.

Undertake any duties as may reasonably be required by the IT Director, Trust Principals, or your line
manager.



Person specification

Essential Criteria Desirable Criteria Method of Assessment:
Application (A)
Interview (I)
Assessment (AS)
References (R)

Education &
Qualifications « A relevant degree in Computer Science, * CCSP certified A, I, AS
Information Security or a related technical * Azure
field certifications
* 5+ years of IT management experience, * CCNA Al AS
with at least 3 years in information security
and at least 1 year in cloud platforms
* Excellent written and verbal A |, AS
communication skills.
Knowledge «  Advanced knowledge on Routing and * Working across a A, 1, AS, R
& Experience networking principles including VLAN’s partnership of
and VPN’s schools or across
*  Expert on MS Azure, Entra ID, Microsoft schools within a A I, AS
365, Intune and Defender Multi-Academy
C Microsoft server management Trust setting A I, AS
*  Experience of impactful line management ¢ Hyper-V
*  Change management * Cloud Backups — A I, AS
C Project management Barracuda A I, AS
. Previous experience in education * Purview A, |, AS
eDiscovery
e MS SharePoint A |, AS
administration
¢ MS Teams Inc. A, |, AS
calling
* Knowledge on A |, AS
Apple Mac
* Knowledge on A |, AS
Android and iOS
* Experience with A |, AS
open-source
software

* |TIL Experience A |, AS



Person specification

Essential Criteria Desirable Criteria Method of Assessment:
Application (A)
Interview (I)
Assessment (AS)
References (R)

Personal * Clear commitment and understanding of A |, AS, R
qualities the Trust ethos, vision and values and an
ability to uphold them
* Belief in equality and opportunity for all, A I, AS, R
ensuring that all staff feel included and
listened to
* Proactive and positive approach to finding A |, AS, R
solutions. Resilient in face of challenges
» Highly flexible and adaptable, willing to A 1, AS, R
respond to evolving need
* High level of interpersonal and Al AS, R

communication skills and the ability to
build relationships and influence at all
levels — engaging with a range of
stakeholders successfully

* Commitment to collaborative working and A |, AS, R
driven to achieve team goals

* High expectations of achievement, conduct A |, AS, R
and behaviour and a willingness to address
situations where these fall short Al AS, R

* Commitment to safeguarding and
promoting the welfare of children and
young people



“High quality professional clerking is crucial
to the effective functioning of the Trust.
Trust and Local Boards should set
demanding standards for the service they
expect from their clerk and assure
themselves that they are employing a clerk
with the skills, training and knowledge
required for their board.”

The DfE

“I applied to Haberdashers because it's
always been one of those prestigious
schools and I just wanted to be a part of the
Trust.

There 1s always somebody here to support
you, to push you, to drive you and we all
share the same goal — to provide a good
education for all the children that come to
our schools.”

Primary Principal

000




At Haberdashers’ Academies Trust South, we believe that
investing in our staff is crucial for our success. That's why we
offer a range of benefits that cater to your professional growth,
well-being, and financial security.

Here are some of the benefits you can expect when you join us:

Perkbox:

Pension Scheme:

Professional Learning:
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Employee Assistance Program (EAP):

Well-being:

Staff Development:

Ride to Work and Cycle to Work Schemes:

Season Ticket Loans:

We are committed to helping you thrive in your career and personal life.
Join our team and enjoy the benefits of working with a supportive and
forward-thinking organisation.




We know that staff are our greatest asset in achieving our
vision for every school to be an excellent school and for our
children and young people to flourish and succeed.

To incentivise like-minded and talented people who care about
the work we do at the Trust, to join us and stay with us, we
have recently introduced :

Talent Connect Bonus

Talent
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Welcome Reward

Milestone Appreciation

Award /‘

Milestone
Appreciation




“I really enjoy being able to make an
impact on the different aspects of school
life. If you want to apply, then you should
just give it a go. There 1s so much
opportunity for growth here.

- Secondary school support

“Working in the Trust and in this job, I
just love it. I love everything about it.
There are so many opportunities in
the Trust for growth and expansion”

- Secondary school support

14



Recruitment process and
additional recruitment
information

Closing date: Friday 19t June 2026 at 9am

We reserve the right to close this job advert early if
we receive sufficient applications. Itis advised that
you submit your application as soon as possible to
avoid disappointment

Interview: Tuesday 30t June 2026
Start date: Friday 315t July 2026

Recruitment Process:

Once you have submitted your application, it
will be reviewed against the criteria in the
person specification. On the basis of this
review, you may then be invited to attend an
interview. Details will be made available when
selected, but the interview is likely to include:

« A written task, presentation
+ Panel Interview

Special Requirements:

If you require reasonable adjustments prior to
your interview, these can be arranged by
emailing

Equality and Diversity:

We recognise the benefits of a diverse
workforce. We are committed to eradicating
discrimination in the workplace, becoming an
employer of choice, for all staff to believe that
they have a voice and be empowered to make a
difference

References: We will obtain references from
your refereesif you are successful at
interview. In order to prevent any delays,
please ensure that the reference section of
the application form is accurate and
completed in full.

Right to work in the UK: Section 8 of the
Asylum and Immigration Act 2006 makes it a
criminal offence for an employer totake on a
new employee whose immigration status
prevents him/her from taking up
employment. If you are invited to attend an
interview, you will be asked to produce
original and up to date documentary evidence
of your right to work in the UK.

Data Protection: Any data about you will be
held securely with access restricted to those
involved in dealing with your application in

the selection process. By signing and
submitting your application form, you are
giving consent to the processing of your data.

Criminal Convictions: All education
establishmentsinthe UK are exempt from
the Rehabilitation of Offenders Act 1974. In
practice, this means that all applicants must
inform on all spent and unspent convictions
ontheir application form and when
completing a Disclosure and Barring form.
Failure to provide thisinformation may result
in dismissal. List 99 is also obtained on
anyone who will be working or cominginto
contact with children; and must be received
by the School before employment can
commence.


mailto:centralhr@habstrustsouth.org.uk

%g& > Haberdashers'
x4 Academies Trust
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For a confidential discussion about this post
please contact Trust's Recruitment Lead, Yas
Affum on

Thank you for your interest in the
Haberdashers’ Academies Trust South.
We look forward to receiving your application.

Haberdashers’ Academies Trust South,
Jerningham Road, London, SE14 5NY

www.habstrustsouth.org.uk
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