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1. Purpose and Scope 
Fox Hollies School is committed to protecting the personal data of its students, staff, families, and partners in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. This policy applies to all staff, governors, contractors, and volunteers. It explains how we collect, process, share, store, and dispose of personal data, including special category data linked to health, SEND, safeguarding, and transitions.
2. Legal Framework This policy is based on:
· UK GDPR and the Data Protection Act 2018
· DfE guidance on data protection in schools (last updated 25 June 2025)
· IRMS Records Management Toolkit for Schools (2019)
· Keeping Children Safe in Education (KCSIE) 2024
· Working Together to Safeguard Children 2023
· ICO guidance on data subject rights, breaches, and consent
· Data Use and Access Act 2025

3. Principles of Data Processing We adhere to the six key principles under UK GDPR:
1) Lawfulness, fairness, and transparency
2) Purpose limitation
3) Data minimisation
4) Accuracy
5) Storage limitation
6) Integrity and confidentiality (security) We are also accountable and committed to upholding data subjects' rights.

4. Types of Personal Data Processed We process:
· Student data: names, DOB, contact details, medical/SEND info, EHCPs, safeguarding records, behaviour records and plans, assessment
· Staff data: contracts, DBS, absence, performance, qualifications
· Family data: contact details, consents
· Visitor/contractor data: ID, visit logs
· Special category data: health, ethnicity, biometric data (where applicable)
5. Why We Process Data Fox Hollies School processes personal data to:
· Deliver education and support learning
· Safeguard students
· Fulfil legal duties (e.g. DfE census, EHCP reviews)
· Manage staff, payroll, and workforce planning
· Monitor attendance and behaviour
· Communicate with families and external professionals
· Support transitions to and from the school

6. Lawful Bases for Processing is justified under UK GDPR by:
· Legal obligation
· Public task (education, SEND provision)
· Consent (e.g. media use)
· Legitimate interests (where proportionate)
· Vital interest (emergency medical care) Special category data is processed under Article 9 (e.g. substantial public interest, health or social care).

7. Data Sharing and Third Parties We only share data where necessary, including with:
· Birmingham LA (e.g. SENAR, safeguarding)
· DfE and Ofsted
· NHS professionals and therapy providers
· Placement providers (e.g. post-16 colleges, transitions)
· Social care, CAMHS, SALT, OT services
· Secure third-party systems (e.g. communication tools, MIS)
Transition and Placement Support As part of planned transition (e.g. Year 7 in, Year 9 onward, post-16), we share essential information with feeder and new settings. This includes EHCPs, safeguarding notes, risk assessments, and communication strategies to support student continuity and welfare.



8. Retention and Disposal of Records 
We follow the IRMS Records Management Toolkit for Schools (2019), which remains the most current guidance on data retention periods in UK schools:
· Student records: to age 25 (EHCP, safeguarding)
· Staff files: 6 years after leaving
· SENAR GBR responses: 1 year from decision if no place offered
· Health and safety incidents: 25+ years depending on severity
· Admissions records: 6 years
Records are securely deleted or destroyed when no longer required.

9. Data Security
· Password-protected and encrypted systems
· Role-based access to sensitive data
· Lockable storage for paper records
· Data breach reporting procedures
· Annual data protection training for all staff

10. Rights of the Data Subject Individuals have the right to:
· Be informed
· Access their data
· Rectify inaccurate data
· Request erasure (in limited contexts)
· Restrict processing
· Object to processing
· Data portability (where applicable)
Requests should be submitted to the Headteacher in writing. We aim to respond within 30 calendar days.



11. Consent and Privacy Notices 
Where consent is used (e.g. photographs, off-site activities), it is specific, documented, and withdrawable. Privacy Notices are issued to students, families, staff, and visitors.

12. Data Protection Officer (DPO) 
Fox Hollies School uses an external DPO service. The DPO can be contacted via the school office for all data-related queries or concerns.

13. Monitoring and Review 
The SBM and Headteacher is responsible for monitoring compliance. This policy is reviewed annually and updated in line with legal changes.

14. Use of Artificial Intelligence (AI) 
Where AI tools are introduced (e.g. speech recognition, assistive communication), we:
· Complete a Data Protection Impact Assessment (DPIA)
· Do not use AI for automated decision-making
· Provide clear communication to students, staff, and families
· Ensure human oversight is maintained
Where high-risk or special category data is processed by any AI system, a DPIA is required under Article 35 of UK GDPR. While our current use is low risk, we review compliance as use evolves.
AI systems are only used to enhance access and inclusion and must meet UK GDPR security standards.








Appendix A. Privacy Notice – Students and Parents
Fox Hollies School collects and processes student data to provide education, safeguard wellbeing, support learning, assess progress, and meet legal obligations. This includes information on medical needs, EHCPs, safeguarding concerns, attendance, and SEND provision. We share relevant data with trusted external agencies such as Birmingham LA, NHS services, SENAR, and placement providers under strict data processing agreements. Full details are available in this policy. Consent will be sought for optional activities such as school photography or media use.

Appendix B. Privacy Notice – Staff and Volunteers 
We hold staff and volunteer data to manage recruitment, employment, training, payroll, safeguarding, and health and safety. Personal information is stored securely and only shared where necessary (e.g. HR providers, payroll, DBS). Records are retained for 6 years after employment ends, or longer in the case of safeguarding or health-related claims. Staff may request access to their data at any time.

Appendix C. Privacy Notice – Visitors 
Visitor data is recorded for site safety and safeguarding purposes, including names, visit details, and ID verification. This data is retained securely and is only accessible to authorised staff. Visitors may contact the school if they wish to access or correct their data.

Appendix D. DPIA Summary – AI Use at Fox Hollies School
Overview: Fox Hollies School currently uses ChatGPT for planning, curriculum design and framework development, with strict human oversight and no personal data input. Microsoft CoPilot is being piloted within a secure Microsoft 365 environment by SLT. No student or staff personal data is processed in any generative AI system.
Risks & Controls:
· No identifiable data is used.
· DPIAs are completed prior to deployment.
· All AI outputs are human-reviewed.
· Staff are directed not to input sensitive information.
Legal Basis: Legitimate interest and public task under UK GDPR, with no automated profiling or decision-making.
Next Review: This DPIA will be reviewed prior to any wider rollout or student-facing implementation.

Appendix E. Related Policies and Documents
	Policy / Document
	Connection to GDPR Policy

	Safeguarding & Child Protection
	References handling of safeguarding records, referrals, risk assessments, and transition sharing (Sections 4, 5, 7).

	SEND Policy / SEN Information Report
	Covers processing and sharing of EHCPs, SENAR data, annual reviews, and post-16 transitions.

	Staff Code of Conduct
	Outlines staff responsibility for handling data securely, including digital conduct (Section 9).

	Acceptable Use / E-Safety Policy
	Links to secure use of email, cloud storage, and platforms like CoPilot and ChatGPT (Sections 9, 14).

	ICT / Filtering & Monitoring Policy
	Supports data security infrastructure, user access controls, and third-party system use.

	Privacy Notices (A–C)
	Explicitly linked in Appendices – details for students/parents, staff/volunteers, and visitors.

	Admissions Policy
	Governs collection and retention of applicant data, including unsuccessful placements (Section 8).

	Educational Visits Policy
	May include medical/safeguarding information shared with venues and staff during visits.

	Complaints Policy
	Right of access and legal basis for managing data during complaints (Section 10).

	Health & Safety Policy
	Covers retention of accident logs, incident records, and medical alerts (Section 8).

	HR Policies (e.g. Recruitment, Appraisal)
	Relates to staff files, DBS checks, absence records, and performance documentation (Section 4, 8).

	Curriculum & Assessment Policy
	Indirect link via use of AI tools to support planning and curriculum development (Section 14, Appendix D).
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