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Job Description


JOB TITLE:		Trust Data & Information Manager
	
RESPONSIBLE TO: 	Trust IT Business Partner

GRADE:		H16-21

HOURS:		37 hours per week, 52 weeks per year


Core Purpose of Trust Data & Information Manager:

The Trust Data & Information Manager is responsible for making sure the Trust’s data is accurate, secure, and used properly. The role links the technical work of IT with the information the Trust Board needs to make safe, legal, and informed decisions. This includes managing data from creation to deletion, turning data into clear reports and dashboards, and making sure GDPR and retention rules are followed. The role also works with IT to protect data through security controls like encryption, access permissions, and audit logs.


Main Duties

Data Management and Analysis 

· Manage data from creation through to archiving and secure deletion 
· Build automated processes to clean, improve, store, and dispose of data 
· Make sure data handling meets legal, security, and organisation rules 
· Analyse data to spot patterns and trends that support decision‑making 
· Create and maintain reports and dashboards using Power BI and Excel 
· Turn raw data into clear insights for non‑technical staff 
· Set and monitor data quality standards, fixing errors and duplication with schools 
· Train staff, document processes, and report on data compliance, access, and risk

GDPR Compliance & Data Retention

· Act as the subject-matter expert for data governance and analytics across the organisation 
· Set up and manage controls to meet GDPR rules, including FOIs, SARs, and data deletion 
· Work with IT to manage data retention and monitoring in Microsoft 365 
· Partner with the Data Protection Officer to keep data handling compliant 
· Help investigate data breaches or high‑risk incidents and put fixes in place to stop them happening again


Cybersecurity & Access Control

· Work with the IT department to keep data protected using encryption when it’s stored and when it’s shared 
· Control who can see or use data, making sure people only have access they need 
· Keep clear records of data access and help investigate any security issues 
· Connect key systems like MIS, HR, finance, and safeguarding so data flows properly 
· Automate data processes to cut down on manual work and reduce errors 
· Choose and set up tools that improve how data moves between systems and supports day‑to‑day work

Website Compliance
· Support the Communications Business Partner with website compliance

General Responsibilities

· Encourage and support others to stay engaged and motivated in their work 
· Communicate the Trust’s vision clearly and help others understand how their work supports it 
· Build and maintain positive working relationships with staff and stakeholders 
· Work effectively as part of the IT and GDPR team to meet shared goals 
· Communicate clearly in writing and in person with different audiences 
· Adapt to changing priorities and adjust plans when needed 
· Manage tasks independently and take responsibility for progressing work 
· Deliver training and guidance to staff when required 
· Keep skills and knowledge up to date and proactively address learning needs 
· Travel to Trust sites when required to respond to high‑level incidents or emergencies 
· Remain calm, positive, and professional when working under pressure


Support for the Trust: 

Be aware of and comply with policies and procedures relating to child protection and safeguarding, health and safety, security, confidentiality and data protection, reporting all concerns to the appropriate person.

Establish and maintain effective working relationships with professional colleagues. 

Be aware of the need to take responsibility for own professional development and to participate in the Appraisal procedures of the school.

All staff in school will be expected to accept reasonable flexibility in working arrangements and the allocation of duties including duties normally allocated to posts at a lower responsibility level, in pursuance of effective team working.

This job description reflects the major tasks to be carried out by the post holder and identifies a level of responsibility at which they will be required to work. In the interests of effective working, the major tasks may be reviewed from time to time to reflect changing needs and circumstances. Such reviews and any consequential changes will be carried out in consultation with the post holder. 


Signed………………………..Post holder			Date…………………..



Signed………………………..Chief Operating Officer	Date…………………..

Person Specification

	Criteria
	
	Essential /
Desirable

	Qualifications
	Educated in data analysis or current relevant qualification e.g. Data Analysis Certification or Data Management Professional
	Desirable

	
	Educated to at least A level or equivalent with literacy and numeracy equivalent to Level 4/C at GCSE.
	Essential

	
	IT qualification
	Desirable

	
	Evidence of relevant continuing professional development
	Essential

	
	Full UK Driving licence – able to travel between sites
	Essential

	Experience
	Software Proficiency: Experience with data modelling, ETL tools, and visualization software.

	Essential

	
	Several years of experience (typically 2–5+) in data management, data analysis, or database administration, or previous experience as a data assistant.
	Essential

	
	Excellent IT skills particularly in Excel and Word
	Essential

	
	Power BI experience in building Dashboards
	Essential

	
	GDPR experience – managing RoPA’s
	Desirable

	
	GDPR experience – breaches, SARs & FOI’s
	Desirable

	
	Experience in leading data projects
	Essential

	
	Experience of working with Trustees, senior leaders and other stakeholders to enable them to fulfil whole-school responsibilities
	Desirable

	
	Experience of contributing in technical meetings with leaders/third parties
	Desirable

	
	Experience of producing accurate data for reporting and assessment.
	Essential

	
	Experience in a similar role in a school environment
	Desirable

	
	Experience in Website compliance
	Desirable

	
	Experience of managing and developing data systems, such as Arbor
	Desirable

	Knowledge
	Able to solve problems, with strength in both conceptual and analytical thinking
	Essential

	
	Ability to demonstrate a high level of organisational skills
	Essential

	
	Ability to prioritise, plan and manage work whilst in a busy environment
	Essential

	
	To be a good role model and promote a positive ethos
	Essential

	
	Demonstrates an ability to use own judgement in dealing with problems/issues
	Essential

	Qualities
	Ability to work to deadlines skills including the ability to be flexible in order to achieve targets
	Essential

	
	Ability to form good working relationships with colleagues and external clients
	Essential

	
	Good communication and interpersonal skills
	Essential

	
	Able to maintain the strictest confidentiality in all Trust related matters as set out in their statement of terms and condition of employment
	Essential

	
	Commitment to participate and engage with workplace learning and development opportunities to continually improve their own performance
	Essential
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