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Head of IT Systems
JOB DESCRIPTION

REPORTING TO 	National Director of IT
LOCATION 	Trust-wide, with regular travel to academies
CONTRACT 	Permanent, full-time, all year round
SALARY 	SCP 48 - SCP 52 ( £60,440 - £65,819)

ROLE PURPOSE
To own and run the Trust’s core IT systems and infrastructure on an operational basis, ensuring they are secure, reliable, well administered, and consistently supported across all academies.
The postholder will lead day-to-day technical delivery across cybersecurity controls, infrastructure and cloud services, networks and broadband, backups and recovery, endpoint protection, core systems administration, and the technical aspects of supplier support.

KEY RESPONSIBILITIES
Core infrastructure and platform operations
· Own operational management of the Trust’s core infrastructure and cloud platforms (for example identity services, email, collaboration platforms, endpoint management, network services, servers, storage).
· Maintain secure configuration baselines and standard builds across Trust-managed systems.
· Lead routine administration, upgrades, patching, and capacity planning for core services.
· Maintain technical documentation, runbooks, network diagrams, and standard operating procedures.

Cybersecurity operations and technical controls
· Operate the Trust’s technical security controls day to day, including endpoint protection/antivirus, vulnerability remediation, patch compliance, secure configuration, and privileged access controls.
· Manage logging and monitoring arrangements, ensuring alerts are handled and escalated appropriately.
· Support incident response, containment, investigation, and recovery, producing technical timelines and evidence as required.
· Maintain device and server hardening standards and ensure they are applied consistently.

Penetration testing and security assurance (operational ownership)
· Coordinate penetration testing and other technical assurance activity, including scoping, supplier engagement, scheduling, and evidence gathering.
· Translate findings into remediation plans, track actions to closure, and provide clear reporting to the Director of IT.
· Support security reviews of new systems and significant changes from a technical controls perspective.

Networks, broadband, and connectivity
· Own operational management of Trust connectivity, including broadband circuits, WAN/LAN/Wi-Fi, content delivery where used, and resilience arrangements.
· Monitor performance, availability, and capacity, and coordinate supplier fault resolution and escalation.
· Maintain network standards, documentation, and configuration consistency across academies.
· Support onboarding of new sites, expansions, and network changes, coordinating technical cutovers.

Backups, recovery, and resilience
· Own the Trust backup strategy in operation, including scope, retention, monitoring, restore processes, and routine restore testing.
· Maintain disaster recovery runbooks for core services and support DR exercises as required.
· Ensure recovery actions and lessons learned from incidents and tests are implemented and evidenced.

Systems support and escalations
· Provide 2nd/3rd line technical support for core systems, acting as the escalation point for complex infrastructure and security issues.
· Work closely with the Service Desk to reduce repeat incidents through problem management and permanent fixes.
· Ensure effective maintenance windows, change planning, and communication for technical work.



Hardware, software, and technical lifecycle delivery
· Lead operational management of core infrastructure hardware and software (for example server and network estates, security tooling, endpoint management components), including renewals, upgrades, and decommissioning.
· Maintain licensing and technical entitlement records for infrastructure and security tooling, working with Procurement and Finance as needed.
· Support technical due diligence and implementation for new tools and services, ensuring they can be supported and secured.

Supplier and contract operational management
· Manage day-to-day technical relationships with key infrastructure and security suppliers, ensuring effective ticket handling, escalation, and service performance.
· Contribute to specifications, acceptance criteria, and mobilisation for new services or upgrades, ensuring operational readiness at handover.
· Maintain clear operational KPIs for suppliers where applicable and report issues and risks.

Team leadership and delivery management
· Line manage and coordinate the infrastructure and systems team, allocating work, setting priorities, and ensuring consistent standards.
· Maintain an on-call or out-of-hours support approach where required for critical services, ensuring coverage and clear escalation.
· Identify skills gaps and support training and capability development within the team.

Reporting, risks, and compliance support
· Provide regular operational reporting to the Director of IT, including service availability, patch compliance, vulnerability status, backup/restore outcomes, supplier performance, and key risks.
· Maintain evidence for audits and assurance activity relating to IT systems and security controls.
· Work with safeguarding leads and the Data Protection Officer where technical controls intersect with safeguarding or data risk (for example filtering, monitoring, retention, access controls).

PERSON SPECIFICATION 
Whether you’re a 3 year old in nursery learning to explore the world around you, an 18 year old preparing to go to university, a new teacher understanding the demands of the job, a headteacher leading the learning in your academy, a member of the regional team ensuring efficient and effective operations or a trustee scrutinising and challenging the CEO, we want every single person within E-ACT to be driven by three core values:  
· We want everyone to think big for yourselves and for the world around you; 
· We want everyone to do the right thing in everything you do, even when this means doing something that’s hard, not popular or takes a lot of time; 
· We want everyone to show strong team spirit, always supporting and driving your team forward  
We really believe that if we all do the right thing, support our teams and we all think big, believe big, act big, then the results will be big too!  
 
This means that if you want to be part of E-ACT, you need to be able to embrace and embody these values in all that you do. 
OUR VALUES
	
Thinking Big
	· Show energy, enthusiasm and passion for what you do 
· Demand the highest quality in all that you do, and in the work of your team 
· Willing to champion new ideas and think beyond the status quo 
· Show an ability to think creatively and ‘outside of the box’ in your area of expertise, continually seeking improvements in what you do to make the organisation better 
· Be open to new ideas and change where it will have a positive impact on the organisation 
· Show a willingness to embrace different ideas and ways of thinking to improve E-ACT 
· Ability to ‘look outside’ – to continually learn about innovations in your field, new ways of doing things, and bring that learning into your work 
· Commitment to self-development, and developing your wider Team 
· Ability to self-reflect on yourself, your performance, and to think about how this could be improved further 
· Ability to encourage ideas from others in order to improve the organisation and build your team’s confidence





	
Doing the Right Thing
	· Have integrity and honesty in all that you do 
· Make decisions that are based on doing the right thing, even when this means that they’re unpopular or will lead to more work  
· Take responsibility and ownership for your area of work 
· Have difficult conversations or deliver difficult messages if that’s what’s required to do the right thing by our pupils 
· Be transparent and open 
· Be resilient and trustworthy 
· Stand firm and stay true to our mission


	
Showing Team Spirit
	· Understand how you can have a greater impact as a team than you can as an individual 
· Understand how you are part of your immediate team but also a much wider organisational team, in working towards our mission 
· Recognise that everyone is important within E-ACT, and show an ability to build strong working relationships at every level 
· Recognise and celebrate the success and achievements, no matter how small of your colleagues 
· Be generous with sharing your knowledge to help to develop others 
· Understand and be willing to receive suggestions and input on your area of work from others 
· Support your colleagues, even when this means staying a little later, or re-prioritising some of your work 
· Be aware of other peoples’ needs and show an ability to offer genuine support 
· Show an awareness and respect for peoples’ differences, and recognise how different characteristics and personal strengths build dynamic and great teams






KNOWLEDGE, EXPERIENCE & SKILLS
Requirement	Assessed at 
E	–	Essential 	A	–	Application Stage 
D	–	Desirable 	I	–	Interview Stage 
			P	–	During the probationary period 
	 
	 
	E
	D
	A
	I
	P

	Organisational 
Fit 
	Thinking Big 
	X
	
	X
	X
	X

	
	Doing the Right Thing 
	X
	
	X
	X
	X

	
	Showing Team Spirit 
	X
	
	X
	X
	X

	Experience 
	Strong hands-on experience running infrastructure and cloud services at scale, including networks and identity.
	X
	
	X
	X
	

	
	Experience operating cybersecurity controls, including endpoint protection, patching, vulnerability remediation, and incident response support.
	X
	
	X
	X
	X

	
	Experience managing backups and recovery, including routine restore testing.
	X
	
	X
	X
	X

	
	Experience coordinating penetration testing and tracking remediation to closure.
	X
	
	X
	X
	X

	
	Proven experience leading or supervising technical teams and managing operational delivery priorities.
	X
	
	X
	X
	X

	
	Strong supplier management experience in an IT operations context.
	X
	
	X
	X
	X

	
	Experience in education or another multi-site environment.
	
	X
	X
	X
	X

	
	Experience with Trust-wide endpoint management and device security baselines.
	
	X
	X
	X
	X

	
	Experience with cloud-first environments (for example Google Workspace or Microsoft 365) and hybrid identity patterns.
	
	X
	X
	X
	X




	Skills and Attributes 
	Relevant IT qualification or equivalent experience.
	X
	
	X
	X
	X

	
	Security and/or infrastructure certifications are desirable (for example Microsoft, Cisco, CompTIA Security+)
	
	X
	X
	X
	X

	
	Strong operational discipline, prioritisation, and follow-through.
	X
	
	X
	X
	X

	
	Clear technical communication, including concise reporting of issues, risks, and remediation.
	X
	
	X
	X
	X

	
	Calm under pressure during outages and security events.
	X
	
	X
	X
	X

	
	High standards for documentation, consistency, and secure configuration.
	X
	
	X
	X
	X

	Safeguarding and Compliance
	Enhanced DBS required.
	X
	
	X
	X
	X

	
	Regular travel to academies required, with occasional out-of-hours work for upgrades or incident response.
	X
	
	X
	X
	X
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