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Senior IT Infrastructure Engineer

	Responsible to:

	Director of IT

	Responsible for:

	N/A

	Grade of post:

	Grade 9 – Scale 35 £42,917.85

	Hours of work:

	37 Hours

	Work location:

	Lichfield

	Code:
	HR2526-123



	Job Purpose: The purpose of the role is to be the lead technical escalation point for IT Infrastructure Services at South Staffordshire College. Reporting directly to the Director of IT, the Senior Infrastructure Engineer will provide technical leadership and expertise across the College's infrastructure estate, overseeing the design, implementation, maintenance, monitoring and optimisation of servers, storage, operating systems, networking, firewalls, Microsoft 365 services and telephony systems. The postholder will lead complex technical/infrastructure projects, resolve critical incidents and provide technical guidance to colleagues, ensuring that the College's infrastructure remains secure, resilient and capable of supporting teaching, learning and business operations.






Key Duties & Responsibilities
	
· Be the lead escalation point for the IT Infrastructure and Network Engineers.
· Take a leading role in developing plans that ensure that the infrastructure/technical estate remains fit for purpose and to be an expert senior adviser on the upgrade and replacement of the core network infrastructure, software and wider technology enabled innovations that will support the College vision.
· Manage the entire M365 Stack.
· Manage and be accountable for the College Cyber Security toolsets to ensure the IT infrastructure is secured and maintained in line with industry best practices.
· Oversee the IT Infrastructure ticket queue in line with internal SLA’s.
· Provide training and activities that support the improvement of all IT staff.

Other Duties and Responsibilities

· To carry out all duties in accordance with the College’s Health and Safety, Safeguarding & Equality & Diversity policies and procedures, practices, and procedures.

· To carry out any other duties as directed by your Line Manager.



Safeguarding

The College considers that the job holder for this role should have a DBS Enhanced disclosure.  

Duties and responsibilities of the role:

	Communication – Oral and written
	· Excellent communication skills will be needed to document and implement solutions.
· Ability to explain technical terms to a nontechnical audience.
· Provide first class communication in all forms, with proactive notification and feedback to users and management.
· High level documentation of new and current IT platforms.

	Teamwork & Motivation – internal or external, can be fixed, matrix, project groups
	· Be the lead escalation point for the IT Infrastructure Engineer and IT Network Engineer.
· Work as part of a team and support the wider company goals.
· Work with suppliers on IT Projects for new and existing services.

	Liaison & Networking – Liaison is making and maintaining individual work-related contacts; network is interconnecting group of people (internal and/or external)
	· Liaising with other departments on relative tasks and projects.
· Attend IT conferences to find new innovations.

	Service Delivery – customer is anyone receiving services
	· Excellent Customer Service skills needed to ensure that the reputation of the IT Services is upheld.
· Provide a 3rd line support function to the IT Support Team. 
· Provide escalated support to IT Infrastructure Engineer and Network Engineer.


	Decision Making – relates to finance, physical resources, students, staff, and policy
	· The role holder may be required to make some collaborative decisions; work with others to reach an agreed conclusion.
· Advise the Director of IT on potential solutions ensuring that we provide the best value for money for the College.
· Advise and make decisions on the type of equipment and services needed by the College
· Use College Financial Regulations and procurement processes to order and purchase necessary kit.

	Planning & organising – financial, capital and people
	· Ensure the IT Infrastructure team have the resources available to do their job.
· Prioritising workload based on SLA’s and risk to the business.
· Working with the IT Director to Plan and managing the workload of the IT Infrastructure Team.

	Initiative & Problem Solving – identifying actual/potential problems, considering/devising solutions, implementing.  Consider acting within given boundaries.
	· Pro-actively manage the network monitoring solutions and other manual based controls to ensure the IT systems are operating as intended.
· Make decisions independently and identify problems and solutions to maintain the IT service.
· Oversee the daily administration and maintenance of the backup systems.
· Carry out daily checks to ensure the infrastructure is working inline of preferred parameters.
· Oversee the systems backups and other daily checks.
· Manage and be accountable for the College Cyber Security Platforms.


	Investigation & Analysis – includes research
	· Constantly investigating new ways of working to drive change and improvement.
· Use initiative to develop and innovative new solutions for new or existing requirements.
· Maintain an extensive working knowledge of industry standards, and best practices.

	Sensory & Physical Demands – uses senses singly or in combination and use of physical skills/ effort
	· The role will involve travelling to other sites to scope projects and manage the IT Infrastructure when required.
· Occasional work outside of organisational hours to upgrade systems or address issues at short notice.

	Work Environment – conditions under which they work. Risk/H&S
	· Making sure that Health & Safety is paramount when completing tasks.
· Undertake risk assessments for routine and one-off tasks where risk is involved.


	Pastoral Care & Welfare – physical, mental health & wellbeing 
	· Willingness to use authority and maintain discipline in an educational environment.
· Maintenance of a safe and healthy working environment.

	Team Development – coaching, development of team (not others)
	· Be the senior escalation point for the rest of the team.
· Train the team as required.
· Working as part of the team to develop as a team and individually.

	Teaching & Learning -Support all types of teaching and learning support outside of immediate work team
	· Maintain internal processes in relation to IT Infrastructure.
· Fully document procedures.
· Pass on skills and knowledge to other members of the team and document new skills / techniques learnt.

	Knowledge & Experience – knowledge acquired through education/ qualifications and experience
	· Level 4 IT Qualification such as HNC
· Minimum of 2 years’ experience of working in IT Infrastructure in a multi-site environment.
· Strong Microsoft Windows desktop and server skillset including Active Directory, DNS, DHCP, Group Policy, PowerShell scripting, File and print services.
· Minimum of 2 years managing Hyper V and Clustering environment.
· Ability to build new physical and virtual servers.
· Working knowledge of hardware such as HP SANs, Dell servers.
· Microsoft technologies such Always On VPN.
· Certificate Management – Renewing and guidance on best practice.
· Clear understanding of modern cyber security threats and mitigation techniques.
· Comprehensive understanding of networking including Extreme switching and Fortigate firewalls.
· Management of AV such as WithSecure or MS Defender.
· Advanced administration skills within M365. Eg Exchange Online, MS Entra ID, Managing Retention, Storage, License Management, Purview.
· Backup and Restore testing of critical servers using a platform such as Veeam.
· Ability to manage and deploy MDM solutions such as ManageEngine or MS Intune.
· Clear understanding of modern cyber security threats and mitigation techniques using applications such as Darktrace and Illumio.
· Exposure to Vulnerability or Penetration testing methods such as Pentera.
· Management of door control system such as Paxton.
· Experience of managing MS Teams Phone System.
· Excellent customer service soft skills including both written and verbal.
· Ability to follow simple instruction and communicate clearly.
· Work in a methodical and consultative manner.
· Must be able to communicate technical concepts to a nontechnical audience.













PERSON SPECIFICATION

	Education/Qualifications
	
	
	

	Essential:
	S/L
	I
	A

	· Level 4 IT Qualification such as HNC
	
	
	

	Desirable:
	
	
	

	· Level 5 IT Qualification as HND
	
	
	

	Experience and Technical Skills
	
	
	

	Essential:
	S/L
	I
	A

	· Minimum of 2 years’ experience of working in IT Infrastructure in a multi-site environment
	
	
	

	· Strong Microsoft Windows desktop and server skillset including Active Directory, DNS, DHCP, Group Policy, PowerShell scripting, File and print services
	
	
	

	· Minimum of 2 years managing Hyper V and Clustering environment
	
	
	

	· Ability to build new physical and virtual servers
	
	
	

	· Working knowledge of hardware such as HP SANs, Dell servers
	
	
	

	· Microsoft technologies such Always On VPN
	
	
	

	· Certificate Management – Renewing and guidance on best practice
	
	
	

	· Comprehensive understanding of networking including Extreme switching and Fortigate firewalls 			
	
	
	

	· Management of AV such as WithSecure or MS Defender
	
	
	

	· Advanced administration skills within M365. Eg Exchange Online, MS Entra ID, Managing Retention, Storage, License Management, Purview
	
	
	

	· Backup and Restore testing of critical servers using a platform such as Veeam
	
	
	

	· Clear understanding of modern cyber security threats and mitigation techniques using applications such as Darktrace and Illumio
	
	
	

	· Exposure to Vulnerability or Penetration testing methods such as Pentera
	
	
	

	· MDM Management and deployment such as ManageEngine or Intune
	
	
	

	· Management of door control system such as Paxton
	
	
	

	· Experience of managing MS Teams Phone System
	
	
	

	Desirable:
	
	
	

	· Experience of working in Infrastructure in an education environment
	
	
	

	· Cloud services such as IaaS and PaaS The desire to want to develop your own skills that being either soft or technical skills.
	
	
	

	Personal/Behavioral Attributes
	
	
	

	Essential:
	S/L
	I
	A

	· Ability to work in a diverse team
	

	
	

	· Personal warmth, humble, openness and sensitivity.
	
	
	

	· Highly motivated to personal and team achievement and able to work on their own initiative.
	
	
	

	· Flexible in approach and working hours.
	
	
	

	· Willingness and ability to travel between campuses when required.
	
	
	

	· Ability to adopt and accept change
	
	
	

	· Attention to details and willingness to share knowledge. 
	
	
	

	· Passionate about technology.
	
	
	

	Other Requirements
	
	
	

	Essential:
	S/L
	I
	A

	· Full clean driving license
	
	
	

	· Clean enhanced DBS record.
	
	
	

	Safety Critical Role
Able to travel between sites timely
	
	
	



S/L = Short Listing        I= Interview         A=Assessment 
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